




mitted, Evans urged every company “to think about its risk 
exposure.” He advised that a successful anti-cybercrime strat-
egy rested on two elements: knowledge of what is happening on 
a company’s own networks and knowledge of what is happening 
in the “hacker community.”

In a wide-ranging discussion a�erwards chaired by Prospect 
editor Bronwen Maddox, senior �gures in the �eld of cybercrime 
echoed and supplemented the points raised in Evans’s speech.

Mark Boleat, Policy Chairman of the City of London Corpo -
ration, emphasised the threats to the �nancial sector in particu -
lar. “We will have another �nancial crisis,” he predicted, “and it 
may well be cyberconnected.”

Boleat also noted the inadequacy of crime �gures in fully 
re�ecting cybercrime. “Crime �gures are going down, while 
cybercrime is on the up,” he noted. Commander Chris Greany, 
National Coordinator for Economic Crime with the City of Lon-
don Police acknowledged the need for statistics to re�ect the 
magnitude of the problem, welcoming the fact that the Crime 
Survey is to register cyber fraud from this year. According to 
the Crime Survey’s test data, there were 2.5 million cybercrimes 
committed in England and Wales last year, none of which were 
registered in the overall crime �gure for 2015 numbering at  

6.5 million. He also picked up on the issue of rising cybercrime 
from a law enforcement perspective. “[Cybercrime] is the only 
crime where, culturally, citizens are not doing what they should 
be,” he said, likening businesses’ lack of appropriate precautions 
to “leaving the front door open.” The majority of cybercrime —
up to 70%, in Greany’s view—could be prevented.

There were a number of notable audience contributions. One 
member of the audience proposed that insurance companies 
could be harnessed for good, using their terms to force compa-
nies to take measures to prevent cybercrime. Another audience 
member asked who was responsible for cyber security at a time 
when most infrastructure is privately owned. On this question, 
none of the panel members could agree, indicating the di�culty 
of addressing the threat of cybercrime in the 21st century.

This article is drawn from a Prospect discussion held in conjunction with 
AIG and the City of London Corporation on Tuesday the 1st of March 2016 
at Livery Hall in the City of London’s Guildhall. This event explored the 
threat and impact of cyberattacks on the �nancial sector and featured 
a keynote address from Lord Evans of Weardale, former head of the 
Security Service. You can read an article highlighting the importance of 
dealing with cyberthreats at board level by visiting this page. For more 
information on this event and upcoming Prospect discussions, please 
email events@prospect-magazine.co.uk
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